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Detailed Action 

Claims 2-6, 8-25,31-37 are pending in this application. Claims 1,7,26-30 have been 
cancelled. Claim 37 is a newly added claim. This is a response to the Remarks filed on 
12/29/08 
Terminal Disclaimer 
The terminal disclaimer filed on 10/21/08 is deemed proper. The terminal 
disclaimer has been recorded. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 2-6, 8-25, 31-37 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over US Publication 2005/0154785 issued to Reed et al(Reed) in view of 
US Publication 2003/0220925 issued to Lior in further view of US Publication 
2005/0080661 issued to Casati et al.(Casati) in further view of US Publication 
2004/01 1 1 504 issued to Halim et al.(Halim) in further view of US Publication 
2007/0150546 issued to Karakashian et al.(Karakashian). 

As per claim 6, Reed teaches a method facilitating the classification of web 
services network(Abstract), comprising: maintaining a data structure comprising, for 
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each discovered web service, a web service identifier corresponding to the web 
service(Fig.3B, para.0083). 

Reed however does not explicitly teach network traffic classification and 
discovering, at a network device, one or more web services based on web service 
invocation messages received at the network device; transaction corresponding to one 
or more web services; transaction count associated with the web service; incrementing, 
responsive to a message indicating a new web services network transaction, a 
transaction count associated with the web service identifiers and presenting, in a user 
interface, one or more of the web service identifiers and corresponding transaction 
counts, wherein the user interface allows for selection of one or more web service 
identifiers; and configuring, responsive to selection of a web service identifier, a network 
traffic classification mechanism to identify the web service corresponding to the web 
service identifier by creating a traffic class identifier corresponding to the web service; 
creating a traffic class identifier corresponding to the web service; creating at least one 
matching rule defining an attribute of the web service; associating the at least one 
matching rule to the traffic crass identifier in the traffic classification mechanism. 

Lior teaches network traffic classification(para.0059) . 

Therefore it would have been obvious to one ordinary skill in the art at the time of 
the invention to modify the teachings of Reed to classify network traffic as taught by Lior 
in order to specify the protocol and data format for a port type. 

One ordinary skill in the art would have been motivated to combine the teachings 
of Reed and Lior in order to specify the protocol and data format for a port type. 
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Casti teaches transaction corresponding to one or more web services; 
transaction count associated with the web service(Abstract). 

Therefore it would have been obvious to one ordinary skill in the art at the time of 
the invention to modify the teachings of Reed in view of Lior to include monitoring 
transactions for web services as taught by Casti in order to manage the performance of 
business services to make it more efficient(Casti, para. 0001). 

One ordinary skill in the art would have been motivated to combine the teachings 
of Reed, Lior, and Casti in order to manage the performance of business services to 
make it more efficient(Casti, para. 0001). 

Reed in view of Lior in further view of Casti does not explicitly teach 
incrementing, responsive to a message indicating a new web services network 
transaction, a transaction count associated with the web service identifiers in a user 
interface, corresponding transaction counts. 

However, Casti does teach writing functions to access logs and compute metric 
values. The service execution logs stores performance data, such as service 
availability, maintenance costs, and time to complete a transaction. The functions can 
be used for a variety of metrics, in which a user can customize custom 
metrics(para.0024). Casti further teaches displaying reports of monitored and 
measured of web services(para.0026). 

One ordinary skill in the art at the time of invention would be able to use the 
process of customizing custom metrics can be applied it incrementing a transaction 
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count since counters are well known in the art used to store the number of times a 
particular event or process has occurred. 

Therefore it would have been obvious to one ordinary skill in the art at the time of 
the invention to modify the teachings of Reed in view of Lior in further view of Casti to 
include incrementing a transaction count and displaying result in order to monitor 
performance of web services. 

One ordinary skill in the art would have been motivated to combine the teachings 
of Reed, Lior, Casti, and a counter used for tracking transactions in order to monitor 
performance of web services. 

Halim teaches configuring, responsive to selection of a web service identifier, a 
network traffic classification mechanism to identify the web service corresponding to the 
web service identifier by creating a traffic class identifier corresponding to the web 
service; creating a traffic class identifier corresponding to the web service; creating at 
least one matching rule defining an attribute of the web service; associating the at least 
one matching rule to the traffic class identifier in the traffic classification 
mechanism(Abstract, para. 0079-0081 ). 

Therefore it would have been obvious to one ordinary skill in the art at the time of 
the invention to modify the teachings of Reed in view of Lior in view of Casti to include 
creating a traffic class based on a web service identifier as taught by Halim in order to 
track traffic for a web service. 

One ordinary skill in the art would have been motivated to combine the teachings 
of Reed, Lior, Casti, and Halim in order to track traffic for a web service. 



Application/Control Number: 10/788,646 Page 6 

Art Unit: 2451 

Karakashian teaches discovering, at a network device, one or more web services 
based on web service invocation messages received at the network device(fig.4). 

Therefore it would have been obvious to one ordinary skill in the art at the time of 
the invention to modify the teachings of Reed in view of Lior in view of Casti in view of 
Halim to include discovering, at a network device, one or more web services based on 
web service invocation messages received at the network device as taught by 
Karakashian in order to implement web services(Karakashian, para. 0003) 

One ordinary skill in the art would have been motivated to combine the teachings 
of Reed, Lior, Casti, Halim, and Karakashian in order to implement web 
services(Karakashian, para. 0003) 

As per claim 2, the method of claim 20 wherein the defining step comprises 
defining a first traffic class corresponding to the web service(Reed, para. 0036; WSDL is 
first class); defining at least a second traffic class corresponding to an attribute of the 
web service(Reed, para. 0083); and associating the at least a second traffic class as a 
child traffic class of the first traffic class in a hierarchical traffic classification 
scheme(Reed, para. 0083; generating class file from the WSDL). 

As per claim 3, the method of claim 2 wherein the attribute in the second defining 
step is an operation of the web service(Reed, Fig.4). 

As per claim 4, the method of claim 2 wherein the attribute in the second defining 
step is a binding supported by the web service(Lori, para. 0059). Motivation to combine 
set forth in claim 6. 
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As per claim 5, the method of claim 20 wherein the web services interface 
definition document is a WSDL document(Reed, Fig.3B). 

As per claim 8, the method of claim 7 wherein the attribute in the second creating 
step is the web service identifier corresponding to the web service(Lori, 
para. 0040, 0053). Motivation to combine set forth in claim 6. 

As per claim 9, the method of claim 8 further comprising 
creating at least one additional matching rule defining an attribute of the web 
service(Lori, para. 0040, 0053). Motivation to combine set forth in claim 6. 

As per claim 10, the method of claim 9 wherein the attribute in the third creating 
step is a protocol associated with the web service(Lori, para. 0059). Motivation to 
combine set forth in claim 6. 

As per claim 1 1 , the method of claim 10 wherein the protocol is a web services 
protocol(Lori, para. 0059). Motivation to combine set forth in claim 6. 

As per claim 12, the method of claim 10 wherein the protocol is the SOAP 
protocol(Lori, para. 0002). Motivation to combine set forth in claim 6. 

As per claim 13, the method of claim 10 wherein the protocol is the HTTP 
protocol(Lori, para. 0059). Motivation to combine set forth in claim 6. 

As per claim 14, the method of claim 6 further comprising 
maintaining a count of the number of data flows corresponding to each web service 
traversing the communications path(Casti, para.0024). Therefore it would have been 
obvious to one ordinary skill in the art at the time of the invention to modify the 
teachings of Reed in view of Lori in further view of Casti in further view of Halim, in 
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further view of Karakashian of monitoring the traffic between client and server to include 
counting a number of requests in order track how many request are being made to the 
server. 

As per claim 15, the method of claim 6 wherein the web service identifier 
comprises a host name(Lori, para. 0039-0049). Motivation to combine set forth in claim 
6. 

As per claim 16, the method of claim 6 wherein the web service identifier 
comprises a host name and a uniform resource indicator(Lori, para. 0039-0049). 
Motivation to combine set forth in claim 6. 

As per claim 17, the method of claim 6 wherein the configuring step is performed 
in response to a command from an end user(Lori, para. 0039-0049). Motivation to 
combine set forth in claim 6. 

As per claim 18, the method of claim 6 wherein the monitoring step comprises 
upon detection of a new data flow, parsing at least one packet in the data flow to identify 
the protocol attributes corresponding to the data flow; matching the identified protocol 
attributes to a predetermined set of web services protocol attributes to determine 
whether the data flow is web services web services data flow(Reed, Fig.3B, Lori, 
para. 0059, Casti, para. 0024). Motivation to combine set forth in claim 6. 

As per claim 19, the method of claim 18 wherein the parsing step comprises 
parsing the at least one packet in the data flow into a flow specification, wherein the flow 
specification contains at least one instance of any one of the following: a protocol family 
designation, a direction of packet flow designation, a protocol type designation, a 
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binding type, a pair of hosts, a pair of ports, a pointer to a MIME type, a pointer to an 
application-specific attribute(Reed, para. 0082-0083, Lori, para. 0059). Motivation to 
combine set forth in claim 6. 

As per claim 20, Reed teaches a method facilitating the classification of web 
services network(Abstract), comprising the method of claim 6 wherein the configuring 
the network traffic classification mechanism further comprises receiving an interface 
definition document defining the attributes of a web service (Fig.3B); processing the 
interface definition document to identify at least one class corresponding to the web 
service(Fig.3B, para. 0083); and configuring a mechanism to identify the at least one 
class based on at least one attribute obtained from the web services definition 
document(Fig.3B, para.0096). 

As per claim 21 , the method of claim 20 further comprising 
subsequent to the configuring step, processing the latest interface definition document 
corresponding to the web service to determine whether changes to the configuration of 
the network traffic classification mechanism are required (Reed, para. 0082-0083, Lori, 
para. 058-0061). Motivation to combine set forth in claim 20. 

As per claim 22, do not teach or further define over the limitations in claim 6 . 
Therefore claim 22 is rejected for the same reasons set forth above. 

As per claim 23, the apparatus of claim 22 wherein the web services 
classification module is further operative to receive an interface definition document 
defining the attributes of the selected web service(Reed, para. 0048, 0082-0083); 
process the interface definition document to identify at least one traffic class 
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corresponding to the selected web service(Reed, para. 0048, 0082-0083, Lori, 
para. 0059); and create the at least one traffic class in the traffic classification database, 
wherein at least one matching rule associated with the corresponding traffic class is 
based on one or more attributes in the interface definition document(l_ior, para. 0059). 
Motivation to combine set forth in claim 22. 

As per claim 24, the apparatus of claim 23 wherein the at least one traffic class is 
identified relative to the operations identified in the interface definition document(Reed, 
para. 0048). Motivation to combine set forth in claim 22. 

As per claim 25, the apparatus of claim 23 wherein the at least one traffic class is 
identified relative to the bindings identified in the interface definition document(Lori, 
0059). Motivation to combine set forth in claim 22. 

As per claim 31 , the apparatus of claim 23 wherein, to process the interface 
definition document, the web services classification module is further operative to 
define a first traffic class corresponding to the web service; define at least a second 
traffic class corresponding to an attribute of the web service; and associate the at least 
a second traffic class as a child traffic class of the first traffic class in a hierarchical 
traffic classification scheme(Reed, para. 0083,0096, Halim, para. 0079-0081). Motivation 
to combine set forth in claim 6. 

As per claim 32, the apparatus of claim 31 wherein the attribute in the second 
defining step is an operation of the web service(Lori, para. 0059). Motivation to combine 
set forth in claim 6. 
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As per claim 33, the apparatus of claim aim 31 wherein the attribute in the 
second defining step is a binding supported by the web service(Lori, para.0059). 
Motivation to combine set forth in claim 6. 

As per claim 34, the method of claim 6 wherein the tracking list data 
structure comprises a hash table including one or more entries, wherein each entry 
comprises a key value and a transaction count, wherein the key value is generated 
by applying a hashing function to a host name and URI pair identified in messages 
initiating web services network transactions(Casti, para. 0006, 0021-0023, Lior, 
para. 0040-0054). Motivation to combine set forth in claim 6. 

As per claim 35, the method of claim 6 further comprising applying one or more 
bandwidth utilization controls to data flows based on the web services traffic classes 
associated with the data flows by the traffic classification mechanism(Casati, Abstract, 
Lior, para.0059). Motivation to combine set forth in claim 6. 

As per claim 36, the apparatus of claim 22 wherein the tracking data 
structure comprises a hash table including one or more entries, wherein each 
entry comprises a key value and a transaction count, wherein the key value is 
generated by applying a hashing function to a host name and URI pair identified in 
messages initiating web services network transactions(Casti, para. 0006, 0021-0023, 
Lior, para. 0040-0054). Motivation to combine set forth in claim 6. 

As per claim 37, do not teach or further define over the limitations in claims 2-6, 
8-25, 31-36. Therefore claim 37 is rejected for the same reasons set forth above. 
Response to Arguments 
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Applicant's arguments, filed 12/29/09, have been fully considered and are 
persuasive. Therefore, the rejection has been withdrawn. However, upon further 
consideration, a new ground(s) of rejection is made. 

Conclusion 

Examiner's Note: Examiner has cited particular columns and line numbers in the 
references as applied to the claims above for the convenience of the applicant. 
Although the specified citations are representative of the teachings of the art and are 
applied to the specific limitations within the individual claim, other passages and figures 
may apply as well. It is respectfully requested from the applicant in preparing 
responses, to fully consider the references in its entirety as potentially teaching of all or 
part of the claimed invention. 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. See PTO-892. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Backhean Tiv whose telephone number is (571) 272- 
5654. The examiner can normally be reached on M-F 6:30-3:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, John Follansbee can be reached on (571) 272-3964. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

B. T. 

Backhean Tiv 
Examiner, Art Unit 2451 
3/27/09 



/John Follansbee/ 

Supervisory Patent Examiner, Art Unit 2451 



